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Personal Area Networks

Bluetooth
» Infrared
» Near-field communications
»  Ant+
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Wide Area Networks

Cellular
Microwave

Satellite
High-frequency radio
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Wireless Local Area Network
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Wi-Fi Alliance
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IEEE 802.11

» The standard for wireless networking
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Wi-Fi generations

\EEE Maximum Radio
Generation standard Adopted link rate frequency
(Mbit/s) (GHz)
- 2.4,5,6,7,
Wi-Fi 8 802.11bn 2028 100,000 425 71
Wi-Fi 7 802.11be 2024 1376-46,120 2.4,5,6
Wi-Fi 6E 2020 6
— 802.11ax 574-9608
Wi-Fi 6 2019 2.4,5
Wi-Fi 5 802.11ac 2014 433-6933 5
Wi-Fi 4 802.11n 2008 72-600 24,5
(Wi-Fi 3)* 802.11g 2003 654 2.4
(Wi-Fi 2)* 802.11a 1999 5
(Wi-Fi 1)* 802.11b 1999 1-11 2.4
(Wi-Fi 0)* 802.11 1997 1-2 2.4
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Ad-Hoc Mode

» Each wireless device communicates directly to another,
without needing a centralized access point.




Infrastructure Mode

| »  All wireless devices communicate through a centralized access point
or router.

| Wireless LAN
! controller (WLC)

Controller AP Controller AP

7 j (‘ Wireless network

Smartphone




Wireless Access Point (AP or WAP)

» Expands wired LAN into the wireless domain and connects
wired LAN and wireless devices into same subnet.

» All clients on an access point are on a single collision domain.

File server Desktop
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AP Placement




Power over Ethernet (PoE)




AP Placement

Overlap between coverage zones,

but not in frequencies.

; » 2.4 GHz should have a = ~ 1~ S

10% to 15% overlap L 5 ..
in coverage area. | AV A
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g Aoy
100 20° 30° 40° SO 60° 70' 80' 90 lWI




AP Placement

» 5 GHz identical channels should be

separated by at leasttwo cells _ o
. -z 1ADD :l;
instead of one. o S S




Wireless Router

» Gateway device and base station for wireless devices to
communicate with each other and connect to the internet.



Heat map

Connected Wireless Clients:
@ show connected wireless clients on the map

Displaying: 20 of 20 clients

Last Client Calculation: 4:34 AM (Updated overy 5 minutes)
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Powerline




Wireless Antennas

» Distance
» Pattern of coverage

» Environment




Omnidirectional antenna

» Radiates power equally in all directions




Unidirectional antenna

» Focuses power in one direction to cover greater distances.




Parabolic antenna

Satellite dish

Feed horn

(placed slightly off-center)




2.4 GHz

For the 2.4 GHz spectrum, there can be 11 or 14 channels.
» United States 11channels 2401-2473 MHz
» Rest of the world 13channels 2401-2483 MHz

Japan 14channels 2401-2495 MHz



Channel Center
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95 GHz

» We canuse 5.725 — 5.875 GHz to run our wireless networks in
the 5 GHz band.

» There are 24 non-overlapping channels in the 5 GHz band.
IEEE channel # g g

20 MHz £
40 MHz &

BREIJIBSS
80 MH- Il

160 MHz =
TUNII-1 UNII-2' ! UNII-2
5150 5250 5350 5470 5725 5825 5925
MHz MHz MHz MHz MHz MHz




Channel Bonding

Allows for the creation of a wider channel by merging

neighboring channels into one.

» The standard channel size for both 2.4 GHz and 5 GHz
networks is 20 MHz.




Wi-Fi generations

\EEE Maximum Radio
Generation standard Adopted link rate frequency
(Mbit/s) (GHz)
— 2.4,5,6,7,
Wi-Fi 8 802.11bn 2028 100,000 425 71
Wi-Fi 7 802.11be 2024 1376-46,120 2.4,5,6
Wi-Fi 6E 2020 6
— 802.11ax 574-9608
Wi-Fi 6 2019 2.4,5
Wi-Fi 5 802.11ac 2014 433-6933 5
Wi-Fi 4 802.11n 2008 72-600 24,5
(Wi-Fi 3)* 802.11g 2003 654 2.4
(Wi-Fi 2)* 802.11a 1999 5
(Wi-Fi 1)* 802.11b 1999 1-11 2.4
(Wi-Fi 0)* 802.11 1997 1-2 2.4




CSMA/CA

» Carrier Sense Multiple Access / Collision Avoidance

(®)
CSMA /CD |
CSMA /CA _—e
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Wireless Security

»  Wired Equivalent Privacy (WEP)
»  Wi-Fi Protected Access (WPA)
»  Wi-Fi Protected Access 2 (WPA2)
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War Driving




War chalking
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